MALVERN ST JAMES

g‘% Girls’ School

Privacy notice for parents
Use of your child’s personal data

Under data protection law, individuals have a right to be informed about how the school uses any personal data
that we hold about them. We comply with this right by providing ‘privacy notices’ to individuals where we are
processing their personal data.

This privacy notice explains how we collect, store and use personal data about pupils. We, Malvern St James Girls’
School, are the ‘data controller’ for the purposes of data protection law.

This information is provided because Data Protection Law gives individuals rights to understand how their data is
used. Staff, parents and pupils are all encouraged to read this Privacy Notice and understand the school’s
obligations to its entire community. The school has a separate Data Protection Policy and Privacy Notice applicable
to its employees and other staff.

Responsibility For Data Protection

The School has appointed the Bursar (please see Contact Us for details) as the Information Compliance Officer.
The Information Compliance Officer will deal with all your requests and enquiries concerning the school’s uses of
your personal data (see section on Your Rights below) and endeavour to ensure that all personal data is processed
in compliance with this policy and Data Protection Law.

Why The School Needs To Process Personal Data

In order to carry out its ordinary duties to staff, pupils and parents, the school needs to process a wide range of
personal data about individuals (including current, past and prospective staff, pupils or parents) as part of its daily
operation.

Some of this activity the School will need to carry out in order to fulfil its legal rights, duties or obligations —
including those under a contract with its staff, or parents of its pupils.

Other uses of personal data will be made in accordance with the School’s legitimate interests, or the legitimate
interests of another, provided that these are not outweighed by the impact on individuals and provided it does
not involve special or sensitive types of data.

The school expects that the following uses will fall within that category of its (or its community’s) “legitimate
interests”:

e For the purposes of pupil selection, to confirm the identity of prospective pupils and their parents, and
retain a record if appropriate for the purposes of future applications or openings;

e To provide education services, including musical education, physical training or spiritual development,
career services, and extra-curricular activities to pupils, and monitoring pupils' progress and educational
needs, including where such services are provided remotely (either temporarily or permanently)

e To enable relevant authorities to monitor the School's performance and to intervene or assist with
incidents as appropriate;

e To give and receive information and references about past and current pupils, including relating to
outstanding fees or payment history, to/from any educational institution that the pupil attended or where
it is proposed they attend; and to provide references to potential employers of past pupils;



To enable pupils to take part in national or other assessments, and to publish the results of public
examinations or other achievements of pupils of the School;

To safeguard pupils' health and welfare and provide appropriate pastoral care;

To monitor (as appropriate) use of the school's IT and communications systems in accordance with the
School's IT: acceptable use policy;

To make use of photographic images of pupils in school publications, on the school website and (where
appropriate) on the School's social media channels in accordance with the School's policy on taking, storing
and using images of children;

For security purposes, including CCTV in accordance with the School’s CCTV policy;

For regulatory record keeping / compliance purposes in respect of immigration requirements, as an
employer and/or visa sponsor;

To carry out or cooperate with any school or external complaints, disciplinary or investigation process; and

Where otherwise reasonably necessary for the School's purposes, including to obtain appropriate
professional advice and insurance for the school.

In addition, the School will on occasion need to process special category personal data (concerning health,
ethnicity, religion) in accordance with rights or duties imposed on it by law, including as regards safeguarding and
employment, or from time to time by explicit consent where required. These reasons will include:

To safeguard pupils' welfare and provide appropriate pastoral (and where necessary, medical) care, and
to take appropriate action in the event of an emergency, incident or accident, including by disclosing
details of an individual's medical condition or other relevant information where it is in the individual's
interests to do so: for example for medical advice, for social protection, safeguarding, and cooperation
with police or social services, for insurance purposes or to caterers or organisers of school trips who need
to be made aware of dietary or medical needs;

To provide educational services in the context of any special educational needs of a pupil;

As part of any school or external complaints, disciplinary or investigation process that involves such data,
for example if there are SEND, health or safeguarding elements; or

For legal and regulatory purposes (for example child protection, diversity monitoring, health and safety
and immigration / visa sponsorship compliance) and to comply with its legal obligations and duties of care.

The personal data we hold

Personal data that we may collect, use, store and share (when appropriate) about pupils includes, but is not
restricted to:

Contact details contact preferences, date of birth, identification documents

Results of internal assessments and externally set tests

Pupil and curricular records

Characteristics, such as ethnic background, special educational needs

Exclusion information

Details of any medical conditions, including physical and mental health

Attendance information

Safeguarding information

Details of any support received, including care packages, plans and support providers

Photographs



e CCTV images captured in school

We may also hold data about pupils that we have received from other organisations, including other schools,
local authorities, and the Department for Education.

Why we use this data
We use this data to:
e Support pupil learning
e Monitor and report on pupil progress
e Provide appropriate pastoral care
e Protect pupil welfare
e Assess the quality of our services
e Administer admissions waiting lists
e Carryoutresearch

e Comply with the law regarding data sharing

Collecting This Information

While the majority of information we collect about pupils is mandatory, there is some information that can be
provided voluntarily.

Whenever we seek to collect information from you or your child, we make it clear whether providing it is
mandatory or optional. If it is mandatory, we will explain the possible consequences of not complying.

How We Store and Retain This Data

The school will retain personal data securely and only in line with how long it is necessary to keep for a legitimate
and lawful reason. Typically, the legal recommendation for how long to keep ordinary pupil personnel files is up
to 7 years following departure from the School. However, incident reports and safeguarding files will need to be
kept much longer, in accordance with specific legal requirements.

If you have any specific queries about how our retention policy is applied, or wish to request that personal data
that you no longer believe to be relevant is considered for erasure, please contact
infocompliance@malvernstjames.co.uk. However, please bear in mind that the School will often have lawful and
necessary reasons to hold on to some personal data even following such request.

A limited and reasonable amount of information will be kept for archiving purposes, for example; and even where
you have requested we no longer keep in touch with you, we will need to keep a record of the fact in order to fulfil
your wishes (called a "suppression record").

Data sharing

We do not share information about pupils with any third party without consent unless the law and our policies
allow us to do so.

Where it is legally required, or necessary (and it complies with data protection law) we may share personal
information about pupils with:

e Our local authority — to meet our legal obligations to share certain information with it, such as
safeguarding concerns and exclusions

e Online educational subscriptions

e Child Protection software online (CPOMS, to meet our legal obligations to share certain
information, such as safeguarding concerns and exclusions)

e The Department for Education



e The pupil’s family and representatives

e Educators and examining bodies

Our regulator - Independent Schools Inspectorate
Suppliers and service providers — to enable them to provide the service we have contracted them for
Financial organisations — (Travel Insurance etc.)
Central and local government

Our auditors

Health authorities — (PHE Public Health England)
Security organisations

Professional advisers and consultants

Charities and voluntary organisations

Police forces, courts, tribunals

Professional bodies

Access To Sensitive Data
Particularly strict rules of access apply in the context of “special category” data, most notably:

e medical records; and
e pastoral or safeguarding files.

Medical data

The school needs to process such information to comply with statutory duties and to keep pupils and others safe,
but the school will ensure only authorised staff can access information on a need-to-know basis. This may include
wider dissemination if needed for school trips or for catering purposes. Express consent will be sought where
appropriate.

However, a certain amount of any SEND pupil’s relevant information will need to be provided to staff more widely
in the context of providing the necessary care and education that the pupil requires.

Safeguarding data

Staff, pupils and parents are reminded that the school is under duties imposed by law and statutory guidance
(including the latest version of Keeping Children Safe in Education or KCSIE) to record or report incidents and
concerns that arise or are reported to it, in some cases regardless of whether they are proven, if they meet a
certain threshold of seriousness in their nature or regularity.

KCSIE also requires that, whenever a child leaves the School to join another school or college, her child protection
file is promptly provided to the new organisation. The School will retain a copy in accordance with its retention
policy for material related to safeguarding matters.

For further information about this, please view the School’s Safeguarding Policy.

National Pupil Database

We are required to provide information about pupils to the Department for Education as part of statutory data
collections such as the school census and early years census.

All data is transferred securely and held by the Department for Education (DfE) under a combination of software
and hardware controls, which meet the current government security policy framework.

For more information, please see ‘How Government uses your data’ section.


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/954314/Keeping_children_safe_in_education_2020_-_Update_-_January_2021.pdf
https://www.gov.uk/government/publications/security-policy-framework

Transferring data internationally

Where we transfer personal data to a country or territory outside the UK , we will do so in accordance with
data protection law.

Parents and pupils’ rights regarding personal data

Individuals have a right to make a ‘subject access request’ to gain access to personal information that the
school holds about them.

Parents/carers can make a request with respect to their child’s data where the child is not considered mature
enough to understand their rights over their own data (usually under the age of 12), or where the child has
provided consent.

If you make a subject access request, and if we do hold information about you or your child, we will, with one
month, but without undue delay;

e Inform you if the request is complex and therefore will require additional time, an additional two months,
up to a maximum of three months from the date of request.

e Give you a description of it

e Tell you why we are holding and processing it, and how long we will keep it for
e Explain where we got it from, if not from you or your child

e Tell you who it has been, or will be, shared with

e Let you know whether any automated decision-making is being applied to the data, and any
consequences of this

e Give you a copy of the information in an intelligible form

Individuals also have the right for their personal information to be transmitted electronically to another
organisation in certain circumstances.

If you would like to make a request, please contact our Information Compliance Officer.

Other rights

Under data protection law, individuals have certain rights regarding how their personal data is used and kept
safe, including the right to:

e Object to the use of personal data if it would cause, or is causing, damage or distress
e Prevent it being used to send direct marketing

e Object to decisions being taken by automated means (by a computer or machine, ratherthan by a
person)

e In certain circumstances, have inaccurate personal data corrected, deleted or destroyed, or restrict
processing

e Claim compensation for damages caused by a breach of the data protection regulations.

To exercise any of these rights, please contact our Information Compliance Officer.
Complaints

We take any complaints about our collection and use of personal information very seriously. If you think that our
collection or use of personal information is unfair, misleading or inappropriate, or have any other concern about
our data processing, please raise this with us in the first instance. To make a complaint, please contact our
Information Compliance Officer.

Alternatively, you can make a complaint to the Information Commissioner’s Office:

e Report a concern online at https://ico.org.uk/concerns/



https://ico.org.uk/concerns/b

e C(Call 0303 1231113

e Orwrite to: Information Commissioner’s Office, Wycliffe House, Water Lane, Wilmslow, Cheshire,
SK9 5AF

Contact us

If you have any questions, concerns or would like more information about anything mentioned in this privacy
notice, please contact our Information Compliance Officer, Infocompliance@malvernstjames.co.uk.

Authorised by Governors of Malvern St James

Signature

g
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Review date Summer Term 2024

Circulation Governors / staff / parents / pupils [on request]
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